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Department of Homeland Security
Cyber Command

e State SOC

e Statewide security and privacy
policies and standards

e Enterprise Cybersecurity Tools

e Statewide Strategy and
Governance



AZ-1ISAC

e Statewide Operational Perspective

e Fusion Center Integration (ACTIC)

e Malware Information Sharing Platform (MISP)
e Slack Workspace

e Monthly Threat Briefing and Newsletter

e DEMA Cyber Joint Task Force Coordination

e Collaboration with Federal partners



Department of Emergency and Military Affairs

Cyber Joint Task Force

Penetration testing & vulnerability assessments
Participation in national and state training exercises

Information and intelligence sharing across the whole of
government

Provide post-attack cyber incident response, forensic
analysis and recovery assistance to state and local agencies

Develop cyber aptitude tests and skills training, threat
identification methods and procedures

Conduct Defensive Cyberspace operations for State agencies
and critical infrastructure partners
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AZ Cyber Command Center
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Anti-Phishing / Security Awareness
Training( SAT?

Advanced Endpoint Protection/EDR (AEP
Multi-Factor Authentication/IDAM

Web Application Firewall (WAF)
Converged Endpoint Management (XEM)
Security Assessments

MFA




Statewide Cyber Readiness




Questions?



